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Simple iptables Firewall

Simple iptables Firewall

#!/bin/bash

# Set default policy
iptables -P INPUT DROP
iptables -P OUTPUT DROP
iptables -P FORWARD DROP

# Flush existing rules
iptables -F -t nat
iptables -F -t mangle
iptables -F -t filter
iptables -X

# Allow localhost traffic
iptables -A INPUT -i lo -j ACCEPT
iptables -A OUTPUT -o lo -j ACCEPT

# Allow related traffic

iptables -A INPUT -m conntrack --state ESTABLISHED -j ACCEPT
iptables -A OUTPUT -m conntrack --state ESTABLISHED -j ACCEPT

# Allow icmp traffic
iptables -A INPUT -p icmp -j ACCEPT
iptables -A OUTPUT -p icmp -j ACCEPT

# Allow outgoing traffic
iptables -A OUTPUT -j ACCEPT

# Log & Drop the rest

iptables -A INPUT -j LOG --log-prefix "INPUT "
iptables -A INPUT -j DROP

iptables -A FORWARD -j DROP

iptables -A FORWARD -j LOG --log-prefix "FORWARD "

# Show ruleset
iptables -L -vnx

kb, linux, iptables, firewall, network

From:

http://fortytwo.adurias.org/ - Fortytwo - Answer to the Ultimate Question of Life, E-l %

the Universe, and Everything

Permanent link:
http://fortytwo.adurias.org/simple-iptables-firwall

Last update: 2017/10/21 18:33

Fortytwo - Answer to the Ultimate Question of Life, the Universe, and Everything - http://fortytwo.adurias.org/


http://fortytwo.adurias.org/tag/kb?do=showtag&tag=kb
http://fortytwo.adurias.org/tag/linux?do=showtag&tag=linux
http://fortytwo.adurias.org/tag/iptables?do=showtag&tag=iptables
http://fortytwo.adurias.org/tag/firewall?do=showtag&tag=firewall
http://fortytwo.adurias.org/tag/network?do=showtag&tag=network
http://fortytwo.adurias.org/
http://fortytwo.adurias.org/simple-iptables-firwall

Last update: 2017/10/21 18:33 simple-iptables-firwall http://fortytwo.adurias.org/simple-iptables-firwall

http://fortytwo.adurias.org/ Printed on 2025/06/02 02:45



	Simple iptables Firewall

